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Verifying your identity using the App

From time to time, you will be required to verify your identity to access your MU account or
MU systems. This process, known as authentication, is how Multi-Factor Authentication
(MFA) protects your account and our digital environment from unauthorised access.

This guide details how to authenticate using the Microsoft Authenticator app (henceforth ‘the
App’) when you:

* have mobile reception — Section 1, and
» do not have mobile reception — Section 2.

Need support? Please contact the IT Service Desk by telephone on +61 8 9360 2000. Further
information on MFA is available on the Murdoch Passwords page (https://goto.murdoch.edu.au/MFA).

Section 1 — How to authenticate with mobile reception
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1. You are required to authenticate when the ‘Approve sign-in request’ screen Approve sign in request
appears after signing in with your MU username and password. ) Openyour Athanicstorappand sprovs the

+ Take note of the two-digit code. =

2. You willimmediately receive the ‘Time Sensitive Approve sign-in?’ notification ot receve n
. . refresh the conte

on your mobile device. @ TIEsEnsIIvE o .

« Tap on this notification to proceed. 12} il "

If you do not see the ‘Time Sensitive Approve sign-in?’ notification, please open your App to
view this notification.

3.  The ‘Are you trying to sign in?’ pop-up should now appear on your mobile s
device. Enter the two-digit code from Step 1 and tap on [Yes]. 2UEEO03. e
» If you have entered the code correctly, you have successfully authenticated IR
your identity. Access to MU systems will be granted, and you can continue
your session as normal. No,its not me

Yes

[Authentication completed]

+ If you have entered the code incorrectly, a notification of - B Murdoch
. . e numpoer you
incorrect entry will appear on your screen. entered did not match, | | 2220s0temmmechoduan
o . Request denied
° On the nOtIflcatlon’ tap On [OK]' ‘We sent an identity verification request to your mobile
device, but you denied it. View details
» On the ‘Request denied screen, click on [Send [ErTeome ety e oo
- - app
another request to my Microsoft Authenticator :
Having trouble?
ap p] - Enter a security code from your Microsoft account or
authenticator app instead.
* A new two-digit code will appear on your screen. Repeat from Step 2. 7 S ke o 2 R G e 8 cret

Ngala kwop biddi.
Building a brighter future, together.



https://goto.murdoch.edu.au/MFA
https://goto.murdoch.edu.au/MFA

Section 2 — How to authenticate without mobile reception

1. You are required to authenticate when the ‘Approve sign-in request’ screen
appears after signing in with your MU username and password.

If you do not have mobile reception, click on [l can’t use my Microsoft
Authenticator app right now].
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2. Onthe ‘Verify your identity’ screen, click on [Use a 2022036001 murdoch e
verification code]. Verify your identity

Approve a request on my Microsoft
Authenticator app

» The ‘Enter code’ screen will now appear.

* On your mobile device, open your Microsoft
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Approve sign in request

) Open your Authenticator app and approve the
request. Enter the number if prompted.
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Didn't receive a sign-in request? Swipe down to
retresh the content in your app.

ticator app right now
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Enter the code displayed in the Microsoft
Authenticator app on your mobile device

Authenticator app. R
Cancel
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3. Ensure that you are on the ‘Authenticator’ tab (bottom menu) = Authenticator  Q + Mursooh University
and tap on your MU account to view your account details. @ Woroer 20220308 murdoche-
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& Passkey
One-time password code
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Update security info (&
Review recent activity (&)

4. Locate the six-digit ‘One-time password code’.

Note that this code is time sensitive and valid for 30 seconds. The circle and
countdown timer indicates how many seconds your code remains valid. If
your code is valid for less than 5 seconds, we recommend that you wait until
the code expires and a new code is automatically generated.

= One-time password code
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5. Return to the ‘Enter code’ screen from Step 2.
+ Enter the six-digit one-time password code and click on [Verify].
+ If you have entered the code correctly, you have successfully

authenticated your identity. Access to MU systems will be granted, and
you can continue your session as normal.

[Authentication completed]

 If you have entered the code incorrectly, a notification of incorrect entry will
appear on your screen.

* Return to your mobile device to recheck your code and remaining
validity time. Then repeat Step 5.
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D Passwordless sign-in requests
* Signin without a password.
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You didn't enter the expected verification code. Please
try again. View details
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